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This article presents the deign and implementation of the recovery scheme in 
Calypso. Calypso is a cluster-optimized, distributed file system for UNIX clusters. 
As in Sprite and AFS, Calypso servers are stateful and scale well to a large 
number of clients. ... 
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Traditional operating system interfaces and network protocol implementations 
force some system state to be kept on both sides of a connection. This state ties 
the connection to its endpoints, impedes transparent failover, permits denial-of- 
service attacks, ... 
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We describe the design and implementation of the Exedra continuous media 
server, and experimentally evaluate alternative resource management policies 
using a prototype system that we built. Exedra has been designed to provide 
scalable and efficient support ... 
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In enterprise data centers power usage is a problem impacting server density and 
the total cost of ownership. Storage uses a significant fraction of the power 
budget and there are no widely deployed power-saving solutions for enterprise 
storage systems. ... 
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DISP is a practical client-server protocol for the distributed storage of immutable 
data objects. Unlike most other contemporary protocols, DISP permits 
applications to make explicit tradeoffs between total storage space, computational 
overhead, and ... 
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OceanStore is a utility infrastructure designed to span the globe and provide 
continuous access to persistent information. Since this infrastructure is comprised 
of untrusted servers, data is protected through redundancy and cryptographic 
techniques. ... 
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This paper presents an erasure-coded Byzantine fault-tolerant block storage 
protocol that is nearly as efficient as protocols that tolerate only crashes. Previous 
Byzantine fault-tolerant block storage protocols have either relied upon 
replication, which ... 
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OceanStore is a utility infrastructure designed to span the globe and provide 
continuous access to persistent information. Since this infrastructure is comprised 
of untrusted servers, data is protected through redundancy and cryptographic 
techniques. ... 
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This paper discusses extensions to the Rover toolkit for constructing reliable 
mobile-aware applications. The extensions improve upon the existing failure 
model, which addresses client or communication failures and guarantees reliable 
message delivery ... 
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Software errors are a major cause of outages and they are increasingly exploited 
in malicious attacks. Byzantine fault tolerance allows replicated systems to mask 
some software errors but it is expensive to deploy. This paper describes a 
replication ... 
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Advances in network technology and computing power have inspired the 
emergence of high-performance cluster computing systems. While cluster 
management and hardware highavailability tools are readily available, practical 
and easily deployable fault-tolerant ... 
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The RINSE simulator is being developed to support large-scale network security 
preparedness and training exercises, involving hundreds of players and a modeled 
network composed of hundreds of LANs. The simulator must be able to present a 
realistic rendering ... 
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Over the past years, mobile agent technology has attracted considerable 
attention, and a significant body of literature has been published. To further 
develop mobile agent technology, reliability mechanisms such as fault tolerance 
and transaction support ... 
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Hardware Security Modules (HSMs) are an useful tool to deploy public key 
infrastructure (PKI) and its applications. This paper presents necessary 
procedures and protocols to perform backup and audit in such devices when 
deployed in PKIs. These protocols ... 
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We set out to examine whether current, DRM-based online offerings of music and 
movies accord with consumers' current expectations regarding the personal use of 
copyrighted works by studying the behavior of six music, and two film online 
distribution ... 
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In this paper, we propose an extensible architecture for database engines where 
satellite databases are used to scale out and implement additional functionality 
for a centralized database engine. The architecture uses a middleware layer that 
offers consistent ... 
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Execution replay of virtual machines is a technique which has many important 
applications, including debugging, fault-tolerance, and security. Execution replay 
for single processor virtual machines is well-understood, and available 
commercially. With ... 
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The article reviews the most popular peer-to-peer key management protocols for 
mobile ad hoc networks (MANETs). The protocols are subdivided into groups 
based on their design strategy or main characteristic. The article discusses and 
provides comments ... 
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This article presents a new mechanism that enables applications to run correctly 
when device drivers fail. Because device drivers are the principal failing 
component in most systems, reducing driver-induced failures greatly improves 
overall reliability. ... 
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In this paper we present and simulate a new approach for creating trusted 
infrastructures within multi agent systems. This bootstrapping protocol initializes 
a disordered space by turning it into an organized, redundant hierarchical 
structure, headed ... 
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